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The Promise & Complexity of Industry Partnerships

20+ years of industry-partnered research: 

Port of Seattle, Sound Transit, GSA, USACE, DOE/NNSA, 

Turner, Skanska, Mortenson, WSDOT, Microsoft

Each partnership involves sensitive organizational data: 

project schedules, BIM models, cost data, IoT sensor 

streams, cybersecurity configurations

This talk: reflection and a framework for the field



What IRB Misses: 
Organizational Data Governance

IRB covers: informed consent, anonymization 
of human subjects, protection of personal 
data, vulnerable populations

In CEM research, our partners are 
organizations, not just people. Their data 
carries IP, competitive risks, and cybersecurity 
risks IRB was never designed to address.

Key consideration: protecting organizational 
interests



Inherent Tensions Between Priorities and Contexts

Generalizable 
Knowledge Corporate Profit 

and Data 
Security

• Publications

• Open 

source code

• Published 

datasets

Research Industry

• Capital 

Projects

• Market 

position

• Institutional 

Mission



Private Companies vs. Public Institutions

Different organizational types carry fundamentally 

different risk profiles for data governance.

Private partners (Skanska, Turner, Mortenson): 

Competitive sensitivity, trade secrets, legal liability, and 

brand protection. 

Public partners (Army, SoundTransit, Port of Seattle): 

Public interest, public perception, privacy and security 

concerns, national interest 

Both require tailored governance frameworks 

negotiated upfront in research agreements
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Pillar 1: Corporate/Institutional Risk

Industry partners face reputational, regulatory, and 

competitive risks from research participation. 

In tension with publication rights and academic freedom.

Reputational risk: Findings may reflect poorly on partner 

practices, safety performance, or energy outcomes. 

Competitive risk: VDC benchmarks, estimating workflows, 

cost data need confidentiality protocols

Claims and Disputes: records from active project used in 

legal actions



Example 1: http://vdctime.be.uw.edu



Pillar 2: Intellectual Property

Who owns the data collected? Who owns the research 

outputs?

When working with industry products: BIM models, as-

built documentation, cost databases, and project 

schedules. 

When studying industry practices: estimating, design 

analysis, digital fabrication workflows

Recommendation: 

• IP ownership clauses prevent disputes and protect 

the researcher independence
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> Homer M. Hadley Memorial Bridge

Example 2: I-90 Digital Twin Proof of Technology Project

Courtesy: WSP USA

Fixed

Fixed

Floating

Lacey V. Murrow

Homer M. HadleyTransition span

> Complex piece of infrastructure with unique 
maintenance requirements and operational 
considerations. 

> New demands will be imposed on the 35-year-old 
structure by trains operating on the new East Link 
light rail extension.



Innovation and Partnerships
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Pillar 2: Cybersecurity

Connected buildings, smart sensors, and 
digital twins create new attack surfaces — and 
new research responsibilities.

NSF SaTC project (#1932769): IoT, smart 
buildings, and the OT/IT/construction time 
orientation mismatch. 

Key finding: cybersecurity is an organizational 
problem, not just a technical one.NSF SaTC: http://cyber.be.uw.edu

IoT white paper series: policy landscape, risk, 
and data privacy for the built environment Recommendations: 

• Develop cybersecurity plans for data 

collection and management 

• Coordinate with industry partners policies



Example 3: IoT Risk is real
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Example 4: 2024 Port of Seattle



Lack of data governance policies

From NSF SaTC project: cybersecurity is treated as IT’s 

problem, not the whole organization’s. 

OT, IT, and construction staff operate on different time 

horizons — creating governance gaps.

Most organizations lack formal data governance 

policies for research partnerships. Researchers often 

discover sensitive data mid-project — not at the start.

Gap: No standard framework exists for data governance 

in CEM industry-partnered research

IoT systems

Operations 
systems

Organizational 
systems

Cultural 
systems



Emerging Issues in Data Governance

AI and ML on proprietary project data 

• Who owns insights derived from partner data? 

• Can research outputs be published without 

revealing trade secrets?

Digital twin data ownership

• Long-term stewardship across project lifecycle 

• Ownership changes

• Multi-partner federated environments



Best Practices: A Framework for Researchers

Negotiate IP ownership, publication rights, and embargo 

periods. Clarify cybersecurity disclosure protocols and 

data handling requirements upfront in the research 

agreement.

Apply data minimization — collect only what you need. 

Anonymize organizational identifiers. Use secure 

storage and access controls proportional to data 

sensitivity.

Partner review before publication; define data retention 

and destruction policies

Before

During

After



What Our Field Still Needs

Standardized data governance templates for 
CEM industry research partnerships — 
modeled on what legal and clinical research 
communities already have

Coordination with University research 
governance and management (Office of 
Sponsored Programs) 

Doctoral training that includes IP, 
cybersecurity, and corporate risk literacy — 
not just IRB. Community-shared case studies 
of governance agreements (de-identified).

This workshop is a starting point



Takeaways
> Data governance in CEM goes beyond IRB
> We must negotiate protocols upfront

– Corporate/Institutional Risk, 
– IP, and 
– Cybersecurity

Open Questions

> How do we build community norms for sensitive industry data? 

> What governance tools would most help research?

Closing Reflections

cdossick@uw.edu | cerc.be.uw.edu
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