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Today’s Agenda
> The Promise and Complexity of Industry Partnerships

What IRB Misses: Organizational Data Governance

Private Companies vs. Public Institutions

Three Pillars: Corporate/Institutional Risk, IP, Cybersecurity
Emerging Issues & Best Practices

What Our Field Still Needs
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The Promise & Complexity of Industry Partnerships

e,

‘.,, A e~ 7 20+ years of industry-partnered research:
=L/ S - Port of Seattle, Sound Transit, GSA, USACE, DOE/NNSA,
Turner, Skanska, Mortenson, WSDOT, Microsoft

Each partnership involves sensitive organizational data:

project schedules, BIM models, cost data, loT sensor
streams, cybersecurity configurations

This talk: reflection and a framework for the field
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What IRB Misses:

Organizational Data Governance

Construction
Disciplinary norms

Workplace Culture and
Organizational Structure

IT

Disciplinary Norms

Disciplinary norms

Workplace Culture and Workplace Culture and
Organizational Structure Organizational Structure
Owner Organization

IRB covers: informed consent, anonymization
of human subjects, protection of personal
data, vulnerable populations

In CEM research, our partners are
organizations, not just people. Their data
carries IP, competitive risks, and cybersecurity
risks IRB was never designed to address.

Key consideration: protecting organizational
interests



Inherent Tensions Between Priorities and Contexts

Research Industry

« Publications Camersllzalsle « Capital

* Open Knowledge | Corporate Profit Projects
source code and Data  Market

* Published Security position
datasets e Institutional

Mission



Private Companies vs. Public Institutions

B Different organizational types carry fundamentally
different risk profiles for data governance.

Private partners (Skanska, Turner, Mortenson):
Competitive sensitivity, trade secrets, legal liability, and
brand protection.

7

9

Q) Public partners (Army, SoundTransit, Port of Seattle):
Public interest, public perception, privacy and security

et concerns, national interest

Both require tailored governance frameworks

Source: 60 Martin Place - Copyright © Investa negotiated upfront in research agreements
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Pillar 1: Corporate/lnstitutional Risk
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Industry partners face reputational, regulatory, and
competitive risks from research participation.

In tension with publication rights and academic freedom.

Reputational risk: Findings may reflect poorly on partner
practices, safety performance, or energy outcomes.

Competitive risk: VDC benchmarks, estimating workflows,
cost data need confidentiality protocols

Claims and Disputes: records from active project used in
legal actions
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Example 1: http://vdctime.be.uw.edu

COLLEGE OF BUILT ENVIRONMENTS

A VDCTIME STUDY

OVERVIEW 2025MEP PEOPLE OUTCOMES PARTICIPATE = CONTACTUS

VDC Time Study [
Rl

A / Welcome to the Virtual Design and Construction (VDC) Time Study Website!

Welcome to the Virtual Design and Construction (VDC)
Time Study Website!

We are delighted to have you visit our website dedicated to advancing the field of
Virtual Design and Construction (VDC). Our mission is to provide comprehensive
insights, resources, and research findings to enhance the efficiency and effectiveness of
VDC processes.

Our website serves as a central hub for:

¢ Overview: Learn about our ongoing and completed VDC studies.
* People: Meet the dedicated team of experts and the esteemed sponsors
\ttps://vdctime.be.uw.edu  SUPpPOrting our research initiatives.
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Pillar 2: Intellectual Property
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Who owns the data collected? Who owns the research
outputs?

When working with industry products: BIM models, as-
built documentation, cost databases, and project
schedules.

When studying industry practices: estimating, design
analysis, digital fabrication workflows

Recommendation:
+ IP ownership clauses prevent disputes and protect
the researcher independence
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Example 2: 1-90 Digital Twin Proof of Technology Project

> Complex piece of infrastructure with unique
maintenance requirements and operational

considerations.

. . Floating
> New demands will be imposed on the 35-year-old

structure by trains operating on the new East Link
light rail extension.

Transition span = K Homer M. Hadley

k Lacey V. Murrow
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Innovation and Partnerships
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System Architecture
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Pillar 2: Cybersecurity
Connected buildings, smart sensors, and

_ digital twins create new attack surfaces — and

HOME = ABOUT = RESEARCH - ~PEOPLE = PUBLICATIONS AND NEWS new research responsibilities.

NSF SaTC project (#1932769): loT, smart
X buildings, and the OT/IT/construction time
f'«‘* orientation mismatch.

V4
X ﬁ% VA\V‘
- : ! 4z A Key finding: cybersecurity is an organizational
NSF SaTC http Ilcyber be.uw. edu problem, not just a technical one.

loT white paper series: policy landscape, risk,

and data privacy for the built environment Recommendations:

 Develop cybersecurity plans for data
collection and management
« Coordinate with industry partners policies



A The Edge DR Tech

Attacks/Breaches

M

Lights Out: Cyberattacks Shut Down

Example 3: loT Risk is real

https://www.darkreading.com/attacks-

breaches/lights-out-cyberattacks-shut-

down-building-automation-systems

Building Automation Systems

f out of the BASES they ity foatt 11 \
0 Kelly Jackson Higgine
X Edn

https://www.forbes.com/sites/leem

athews/2016/11/07/ddos-attack-

leaves-finnish-apartments-without-

heat/?sh=7faee20c1a09
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Hackers Use DDoS Attack To Cut
Heat To Apartments

. Lot Mt Brirrs =]

(%) This srticls i mors than 4 yesrs old

Hesldents of two apartment buildings in Lappeenrantas, a cliy of around
50,000 people in eastern Finland, were literally left in the cold this weekend
The envirommental contml systems in Uheir buiklings stopped working. and it
wnsn't beeanse of a blackout. It was actually a DDoS attack that took them

il
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Example 4: 2024 Port of Seattle

Port ="

of Seattler

HOME  SEAAIRPORT v MARITIME v+ BUSINESS ¥ COMMUNITY v ABOUT ~

Home / Newsroom ' Port Cyberattack Archive

Port Cyberattack Archive

Port ="

of Seattle

Cyberattack
Incident

Careers | Contact Us G Select Language | ¥

Privacy and Website Tracking

Q

Explore More

Port of Seattle Commission Advances Exploration of
Union Representative Access Program at SEA Airport

SEA Welcomes Alaska Airlines’ First European Route
With Service to Rome

Sustainable Century and Fly Quiet Awards Highlight
Sustainability Leaders in Maritime and Aviation

Outstanding in the Field: George Blomberg and
Habitat Restoration at the Port of Seattle

Port of Seattle Master Plan Draft Environmental
Impact Statement for SEA Airport to be Released May
22

Cruise Season Kicks Off With 330 Calls and Two New
Cruise Lines

Halnl Il act Samathing at tho Airnart



Lack of data governance policies

From NSF SaTC project: cybersecurity is treated as IT’s
problem, not the whole organization’s.

OT, IT, and construction staff operate on different time
horizons — creating governance gaps.

Operations
systems

Most organizations lack formal data governance
policies for research partnerships. Researchers often
discover sensitive data mid-project — not at the start.

Organizational

systems Gap: No standard framework exists for data governance
in CEM industry-partnered research
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Emerging Issues in Data Governance

Al and ML on proprietary project data

*  Who owns insights derived from partner data?

« Canresearch outputs be published without
revealing trade secrets?

Digital twin data ownership

* Long-term stewardship across project lifecycle
Bentley . oOwnership changes

* Multi-partner federated environments
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Best Practices: A Framework for Researchers

Negotiate IP ownership, publication rights, and embargo
B efor e periods. Clarify cybersecurity disclosure protocols and

data handling requirements upfront in the research
agreement.

Apply data minimization — collect only what you need.
Anonymize organizational identifiers. Use secure
storage and access controls proportional to data
sensitivity.

During

Partner review before publication; define data retention
and destruction policies

After
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What Our Field Still Needs

Standardized data governance templates for
CEM industry research partnerships —
modeled on what legal and clinical research
communities already have

Coordination with University research
governance and management (Office of
Sponsored Programs)

Doctoral training that includes IP,
cybersecurity, and corporate risk literacy —
not just IRB. Community-shared case studies
of governance agreements (de-identified).

This workshop is a starting point



Closing Reflections

IELCEWEVES
> Data governance in CEM goes beyond IRB

> We must negotiate protocols upfront

— Corporate/Institutional Risk,
— IP,and
— Cybersecurity

Open Questions
> How do we build community norms for sensitive industry data?
> What governance tools would most help research?

cdossick@uw.edu | cerc.be.uw.edu
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