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Abstract

The construction engineering ecosystem is rapidly transitioning from document-centric workflows to Al-driven,
data-centric systems that sense, analyze, decide, and act in the physical world. Drones, vision systems, digital twins,
autonomous equipment, and sensor-rich job sites now rely on continuous streams of multimodal data to support safety
monitoring, quality assurance, scheduling, and lifecycle asset management. In this environment, research data
management cannot be treated as a back-end compliance or archival function. Instead, it becomes a foundational trust
layer: if data feeding Al-enabled construction systems is incomplete, manipulated, misattributed, or decoupled from
physical reality, downstream decisions may be unsafe, misleading, or irreversible.

This keynote argues for a paradigm shift from traditional data management to data trust in construction engineering
research and practice. Drawing from advances in cyber-physical systems security, trustworthy Al, and physical-reality
grounding, the talk examines emerging threats to construction data pipelines, including sensor spoofing, synthetic and
Al-generated content, data poisoning, and provenance breaks across long-lived infrastructure projects. It outlines design
principles for adversarial-aware research data management that integrate provenance, integrity, physical anchoring, and
post-hoc forensics directly into data collection and curation workflows. By reframing construction data as an active
component of safety-critical Al systems rather than a passive research artifact, this keynote highlights new research
opportunities at the intersection of data management, Al, and cyber-physical trust, and challenges the community to
rethink how data must be managed when it directly shapes decisions in the built environment.



